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ABSTRACT

A rational P2P node may decide not to provide a particular resource
or to provide it with degraded quality. If nodes are very likely to
behave thisway, or if the failure of an P2P-based application is asso-
ciated with serious consequences, then usage of P2P infrastructure
to support this application becomes questionable.

Timely and extensive research works address this issue. These
are presented and discussed in a broader survey of available strate-
gies, tools and techniques to analyze and mitigate effects of rational
behavior.

We are designing an incentive mechanism for a P2P-based sharing
of multimedia files. Our contribution is to incorporate application-
specific characteristics into the incentive mechanism in order to im-
prove its performance. We illustrate this approach by analyzing a
collaborative file sharing protocol when various incentive mecha-
nisms are implemented. For each such mechanism, we consider the
case when it uses the application-specific characteristic, and when it
does not. In this publication, we report on our preliminary findings.

1. INTRODUCTION

P2P networks as network infrastructure offer many benefits (scal-
ability, redundancy, choice) which permit the design of many com-
pelling applications[1, 2, 3]. Thedistributed and autonomous nature
of entities participating in P2P networks is the source of those bene-
fits, but also of the difficulty with holding individual entities account-
ablefor their actions. And if one is unable to enforce accountability,
there is a great scope for a wide variety of actions, including self-
interested behavior, which may be detrimental to other participants.

In general, the perception of usefulness of applications deployed
over P2P networks will be highly sensitive to actions taken by P2P
nodes, or of the robustness of the system in place to mitigate theim-
pact of their unwanted actions or behavior. This perception isinflu-
enced by the consequence and likelihood of application failure and
in practice this translates into corresponding amounts of resources,
and hence money, dedicated to prevent that failure.

Many proposed systems attempt to enforce accountability in order
to allow P2P applications to meet some performance or functional
criteria [4, 5, 6]. Tackling the issue at the root, some propose to
restrict the autonomy of participants or introduce a centralized audit
infrastructure.

An active research areathat does not impose explicit limits on the
distributed and autonomous nature of P2P networks, implementsin-
centive mechanisms which attempt to make certain actions more ap-
pealing than others to participants. Systems based on such approach
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can be shown to yield good results in certain cases, but it seems un-
likely that a one-size-fits-all solution will ever be proposed asitisa
given application that tends to dictate what are the most appropriate
incentives.

For example, distributed storage and file sharing have in common
the need for storage space and bandwidth, but may differ on their
relative need for transfer frequency, type of content (rare or popular)
and tamper-proof guarantees, al of which will affect what the most
effective incentives are. Moreover, many trade-offs can be made
within an application class to ensure that entities derive the greatest
value from their participation.

In the present paper, we assume that participants behavior is
driven by some degree of self-interest and our investigated solution
is grounded in two facts. The first is that the designers of appli-
cations based on P2P networks are perfectly well placed to decide
how important are the consequences of this behavior, and what are
the best strategies to handle it. The second is that the designers can
take advantage of application-specific characteristics to define or
optimize an incentive mechanism.

The incentive mechanism we are designing isto be deployed for a
large group of collaborators sharing large multimedia files. We con-
sider arepetitive situation where a given peer isinterested in sharing
afileit created with all other participants, which are also interested
in downloading it. A file will be made available for download by
the source and the transfer process will be initiated roughly at the
same time by all participants. All participants want to achieve some
goa while preserving their own resources. We consider two possi-
ble goals for the source: shortest time interval between making the
file available for download and availability of the complete fileto all
participants; and second, the complete file becomes available to al
participants in approximately the same time. We consider one for
the remaining peers. fastest download of the complete file.

The utility function of each participant takes into account both
whether the goal was achieved and the amount of resources (band-
width used for upload) that was necessary to achieve it.

A characteristic of this application is that a source may decide
which peersis allowed to download its file and when. If the fileis
composed of individua pieces, then this characteristic holds true for
them too. A case when this characteristic is not exploited is when
peers make the decision which pieces to request from the source,
or if the pieces are allocated by the source randomly. Exploiting this
characteristic entail s the source making the decision which piece can
be downloaded by a peer.

We thus propose to leverage this application-specific characteris-
tic by varying the way the source peer (peer with the complete file)
uploads pieces of the fileto various peers.

This is achieved by the source assigning equal and digjoint file
partitions from which peers must request pieces (source peer directs



the initial phase of the file distribution). By assigning partitions to
peers, the source would in fact encourage participants to collaborate
in downloading a file. This approach will be compared to the case
when peers randomly select which required piecesto request (source
peer makes no decisions).

We have developed a lightweight and flexible protocol to down-
load a file directly from the source or by additionally establishing
connections with other peers in order to cooperatively complete the
file download. A source, moreover, can decide which parts of the
file each peer has access to. Depending on the behavioral model
that dictates which strategy a peer will follow, the challenge is thus
to design an application-specific incentive mechanism that results
in participants achieving their respective goals at the lowest cost to
themselves.

The rest of the paper is organized as follows. In the next section,
we present strategies, formal tools and techniques available to P2P
applications' designers wishing to take into account participants’ ra-
tional behavior. Section 3 describes the protocol we are using to
allow sharing of files between participants, as well as a description
of our simulation setup. Section 4 presents our preliminary results
as well as a discussion on the most appropriate strategy to handle
rational behavior given application-specific characteristics. Section
5 concludes and discusses future work.

2. STRATEGIES

As outlined in the introduction, the pursuit of self-interest by
providers may impact the benefits derived from participating in
a P2P application. If the ultimate goal is to be able to balance the
application’s desired robustness with an acceptable cost, then as a
first step, an application specific analysis should be made of the
impact of rationality on the benefits to participants. A second step
would be to define the trade-off between a solution mitigating this
impact and the cost of any implementation. The following strategies
are based on the suggestions outlined in [7] and are summarized in
Figure 1.

Ignore it. This do nothing aternative may be applicable where
the cost of handling rationality outweighs potential benefits. Nap-
ster and Gnutella, the origina file sharing applications, are practical
examples of systemsignoring rational behavior while providing tan-
gible benefits to users. Despite their documented shortcomings with
respect to this behavior [8], they were instead laid low by an extra-
neous force and technical progress respectively.

Eliminate it. This, in essence, entails encapsulating the respon-
sibility for negotiating and enforcing that services are reliable to an
outside system, through an out-of-band mechanism or partial cen-
tralization of some aspects [9]. The former can apply to a group of
friends or institutions entering into monitored service-level agree-
ments, and is illustrated by the bounded-price mechanism proposed
in [10]. This mechanism is deployed in environments with self-
interested participants, and is based on contracts negotiated off-line
with deviations assumed to be punished by monetary penalties. The
second approach may rely on an omniscient and trusted third-party
to identify participants and enforce contracts between them as pro-
posed in [11]. This solution ties received services to a promise of
participating in the cost of providing other services. The promise
is codified in a contract and enforced by an entity that attempts to
maximize the collective benefit received by all participants.

Hide it. The possibility of a service provider modifying its be-
havior is greatly reduced if trusted software and/or hardware is em-
ployed within P2P Application. In grid computing for example, the
issue of behavior conformity, or the expectation that participants

should behavein linewith the organization’s rules, is addressed [ 12].

Avoid it. Identify and ignore participants deemed to pursue agoal
markedly different from that of the rest of the community. As ob-
served in [7], since failure handling techniques in traditional dis-
tributed systems differentiate between correct and faulty behavior, it
could provide a basis for amechanism to avoid rational behavior.

Useit. Specifically incorporate and leverage the behavior of ser-
vice providersinto the design of the application. The family of tech-
niques that fall under this strategy, differentiate between the types
of service providers behavior. These can be classified [7] as obe-
dient if they aways follow the mandated protocol or specification
irrespective of other considerations; faulty if they stop working or
act arbitrarily; rational if their behavior is driven by attempts to op-
timize some function based on its knowledge and understanding of
the context; and finally, irrational if they attempt to optimize some
function that is not explicitly modeled in the description of the sys-
tem. A brief overview of available techniques is presented in the
next section.
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Fig. 1. Handling rationality: strategies and techniques

2.1. Leveraging Providers Behavior

Rational and irrational service providers are said to follow some
strategy. The goal, therefore, of leveraging providers behavior isto
“build a mechanism that enables strategizing nodes to act rationally,
and incentivize rational nodes to behave well” [7]. Formal tools to
analyze and synthesize incentive mechanisms are briefly presented
in Section 2.2.

With respect to a behavior that seeks to maximize the usage of
system’s shared resources (bandwidth in file sharing, for exam-
ple), [9] provides a taxonomy of “rational attacks’, and provides
a finer-grained analysis of potential solutions by distinguishing
between genuine incentives which are “ characterized by directly in-
centivizing cooperation” and artificial incentives which “incentivize
evidence of cooperation” [9].

Reciprocal mechanisms, where the interaction is repetitive and
participants do not exactly know when it will end, are an example
of genuine incentives. Generally, situations where parties to a con-
tract exchange their obligations in small increments, reduce the pos-
sibility of participants not keeping their side of the bargain. In the
context of the download of afile, an example of aworking recipro-
cal mechanism isthe BitTorrent [13] protocol, even though available



implementations of this protocol may not necessarily be faithful to
its desired specification [14]. Other examples include systems based
on tokens or micro-payments [15]. Artificial incentives are arguably
weaker than genuine incentives but correspondingly easier to imple-
ment and the following four methods are highlighted.

Eliminate instantaneous service maturation. If a service ma-
tures instantaneously, i.e., is consumed before any reciprocity is re-
ceived, then the consumer of such a service can easily take advantage
of the producer. Participants' behavior can be influenced by requir-
ing them to leave a security deposit or to pay their dues [16] before
they can become service consumers.

Limit thenumber of entities. If nodes are capable of remember-
ing the outcome of the interaction with other participants, and the
interaction is repetitive - a situation which can be modeled as Iter-
ated Prisoner’s Dilemma - then [17] argues that assuming all nodes
behave rationally, the best available strategy is retaliatory and en-
courages cooperation.

Protect the audit infrastructure. The evidence of cooperation
must be protected if participants are to use it to make their decisions.
This may be based for example on securing shared history or verifi-
cation protocols [2].

Deploy trust and reputation networks. Whenever a consumer
needs to make a selection between comparable services, the deci-
sion often hinges on the belief in the accuracy and truthfulness of
the claimed quantitative (or qualitative) criteria. This belief can be
strengthened by repetitive satisfactory interaction with the provider
or based on arecord of interaction evaluation made by other entities.
In settings with large population of services or entities, it may be
difficult or impossible to form an opinion about each member of the
population, and thus using others' opinions to guide one’s decision
quickly becomes an appealing solution.

This approach however presents numerous challenges in practice,
and for illustration purposes we highlight three of these [18]. First,
the record must be found in a possible distributed environment, sec-
ond, the precise evaluation methodology must be understood, and
finally, a decision must be made as to how believable the evaluator
is. Those challenges are usually addressed simultaneously, asillus-
trated by the following examples.

In the context of P2P file sharing networks, [19] presents an algo-
rithm to aggregate local trust values (number of satisfactory transac-
tion less number of unsatisfactory transactions) into a global repu-
tation value. Thisis achieved through weighing other participants
reported local trust values by the local trust anode hasin that partic-
ipant. Authorsreport that thisvalue is obtained relatively fast, which
reduces the amount of required overhead traffic.

Noting that trust and reputation are context dependent, muilti-
faceted and dynamic, [20] proposes a Bayesian model for represent-
ing the trust in services or recommendations of a specific participant.
Authors note that this solution is applicable in cases where there is
repetitive interaction between participants, either in small networks
or large networks that exhibit small-world characteristics.

The above methods are furthermore sensitive to security issues,
from protecting the reputation data and anonymity to identity [21].

2.2. Analysisand Synthesis Tools

Interaction between rational participants and impact of deployed in-
centive schemes are usually analyzed using game theory. On the
other hand, synthesis of incentives is usually accomplished through
mechanism design (MD). In the following, we briefly present salient
points of these two tools using an illustrative example of children
dividing chocolate bars amongst themselves.

GameTheory A “game” isplayed by “players’ using “ strategies’

that lead to “ outcomes” which give each player some “payoff”. Each
player has apreference for some outcome (higher payoff) which may
be given as a utility function « which maps outcomes to payoffs,
u : O — P. Players are rational in the sense that they will strive
to maximize the utility function in every situation, i.e., obtain the
highest payoff. Players will attempt to achieve that goal by playing
a strategy, or taking actions, in response to every possible strategy
other players might use. Outcomes are of course the result of this
strategic interaction, and might not necessarily be what the players
intended or desired.

Incentive mechanisms act by changing the payoff in certain out-
comes, which hopefully changes which strategies a player will
choose. In thislight, some taxes or income deductions legislated by
governments might be viewed as incentives to spend, save or invest.
Given the “rules’ of the game, which may be diverse, game theory
allows to analyze or predict results of the interaction. For example
specifying how many children and chocolate bars there are, if the
interaction recurs regularly and if it is always the same children
that interact, and assuming that the utility increases with increasing
amount of the chocolate bar, one possible result is that rationality
will drive a child to hoard &l the chocolate. A set of strategies
that lead to the highest payoff for each player may be viewed as a
solution to that particular game, or an “equilibrium” upon which
the game converges. A Nash equilibrium for example, is the set
of strategies where no player can improve its payoff by changing
its strategy given other players strategies. A dominant-strategy
equilibrium occurs when all participants have one strategy that is
superior to all other available strategies, regardless of what other
participants do.

Finite zero-sum games where perfect information - full knowl-
edge of available strategies, payoffs and player preferences to out-
comes - are relatively easy to analyze. However, in most non-zero-
sum gamesthere are multiple Nash equilibriaand not all information
may be known by all players which increases the complexity of the
anaysis.

M echanism Design Mechanism design deals with the design of
the rules of the game such that when rational participants with pri-
vate information (which influences their choice of strategies) interact
using those rules, their best choice of strategies lead to an outcome
intended by the designer. For instance, if the goal isto have achoco-
late bar divided equally between two children, then it can always be
achieved when the rules specify that one child cuts the bar and the
other subsequently chooses which piece to take'.

More formally, a mechanism is defined as a tuple of all strate-
gies X available to al participants n and an outcome function f :
Y1 X Y2 X ... x X, — 0. The mechanism will be designed for
aparticular outcome o € O if f(s*) = owhere s™ = (s1,...,5n)
is an equilibrium solution to the game. Outcomes can of course be
varied, from maximizing sale price in an auction to efficiently allo-
cating load-balancing or routing resources for example. What can
be said about this outcome? Of particular interest to designers wish-
ing to optimize utility gained by a group is Pareto efficiency. This
predicate indicates if a player can change its strategy for a higher
payoff without another player receiving lower payoff, or, in other
words, that an alternative outcome exists that is preferred by at least
one player while others are indifferent. Mechanisms themselves will
have certain (desirable) properties, and for example, mechanisms
are Pareto optimal if they implement Pareto efficient outcomes and
strategy-proof if players dominant strategy leads them to the de-

Those actions can be seen as an example of commitment in game
theory



sired outcome. The situation where strategies followed by players
do not naturally lead them to the desired outcome, are handled by a
transfer function consisting of some kind of “subsidies’” and “taxes”
(incentive-compatible mechanism) which make it worthwhilefor the
player to choose strategies that lead to desired outcomes.

Two main issues underpin any successful implementation of a
mechanism. Thefirgt, all players must at least obtain as much util-
ity from participating as from not participating in a mechanism (all
rational participants would abstain otherwise), and secondly, from
a computational perspective, both the output and transfer function
must be computed in polynomial time.

3. PROTOCOL AND SETUP

In this section we present the salient points of our protocol that al-
lows peersto discover themselves and thefile to share, aswell asthe
download process. Further details can be obtained in [22].

A rendez-vous (RV) peer is used to facilitate the startup phase of
the download. All participants send a message to the RV peer ad-
vertising their presence and wait to discover 8 adverts (7 peersand 1
source) before proceeding with the actua file transfer. This ensures
all peers start roughly at the same time. Only the source advertised
that it has afile to share, and therefore all the peers attempt to con-
nect to the source and request one piece of thefile. Assoon asapeer
obtains a piece of the shared file, it will issue a content advertisement
that contains the piece hash (for identification purposes) as well as
the hash of the whole (parent) file. This ensures that peers interested
in the file can discover other peers that are currently downloading
that file as well. After joining such a swarm, peers will exchange
state messages and attempt to download pieces from each other. The
state message provides away for peersto exchange information nec-
essary to decide which pieces are available for upload. Once a peer
has obtained all the pieces of the origina file, it will create a con-
tent advertisement for the complete fileand publishit at the RV peer.
Other peers may however still make requests based on the previously
discovered content advertisement for a piece. A message will be sent
to the requesting peer notifying it to use the new advertisement in-
stead. The above changes ensure that peers can share incomplete
fileswith other peers.

Each peer will keep track of the pieces it currently owns (suc-
cessfully downloaded), and of the pieces it has issued a request for.
Pieces that are not part of either set and are available at another peer
may be included in a request for pieces. The piece selection algo-
rithm implementation uses two variants where pieces are selected
randomly, or based on a preassigned partition. The format of the
request is similar in both cases, and contains a sequence of num-
bers (1, ..., k) identifying individual pieces. These in turn, are in-
terpreted by the receiving peer as a series of requests for ranges
(chunk;, chunk;t1), ..., (chunky, chunkii1) where i # k. A
time-out is associated with every piece, triggered if a piece has not
been received within 20 seconds. That specific piece then becomes
acandidate for another request.

As the download progresses, there may be multiple peers offer-
ing the same piece, and each peer must keep track of the pieces it
aready owns, Oown{...}, and of the pieces currently requested but
not downloaded yet, Daownioading{---})- EaCh request for piecesis
made from selecting some pieces from the set of remaining pieces,
Rremain{...} in order to create Fyuu{fi...fruu}. In the random
case, apeer ¢ will send arequest for pieces to peer j by picking ran-
domly upto 15 piecesfrom R;{...}NO;{...}, where j can be another
peer or the source. In the partition case, a peer ¢ will send a request
for piecesto the source by picking sequentially up to 15 pieces from

Ri{..}NPi{fn...fm}, where Pi{ fn... fm } isthe partition assigned
topeeriby s. If Ri{...} N Pi{fn...fm} = @ then the peer picks
sequentially up to 15 piecesfrom R;{...}NO,{...}. If the other peer
is not the source, then peer ¢ sends a request for pieces to peer j by
picking sequentially up to 15 pieces from R;{...} N O;{...}. Parti-
tions of equal size are assigned by the source peer on a first-come,
first-served basis, and the source has prior knowledge of the number
of participating peers.

All the peers (except the source) attempt to discover new peers
offering to share the file every 10 seconds. Once other sources of
the file are discovered, peers start to behave as client and server with
respect to each other. Peers behave as client when requesting pieces
from other participants, and as server when fulfilling requests for
pieces from other participants. Since the source has the complete
file, it never behaves as a client and it never receives requests for
its state information. Other participants implement exactly the same
client behavior. They select up to 4 peersto connect to, chosen from
arandomized list of discovered peers. A connected peer is dropped
in favor of another peer if it fails to upload pieces in three attempts,
either by not having any pieces to upload or if a requested piece is
not received within 20 seconds. Upon receiving all the pieces to re-
construct the original file, a client updates its content advertisement
and becomes a source.

We have developed our protocol using JXTA and a modified ser-
vice based on Content Management Service (CMS). The setup con-
sistsof 3 bridged LANS, the first providing 100M bps supports 4 PCs
(ak.afast peers), the source (peer with the completefile) and the RV
peer, the second providing 100M bps supports 1 fast peer, while the
last providing 10Mbps supports 2 PCs (a.k.a slow peers). Weran 5
tests for both the random and partition cases and we collected logs
for each machine after each test. We use arithmetic averages over
those tests in all cases, unless otherwise specified. The size of the
transferred file is 152.5MB, each piece is 64kB, and thus we have
2383 pieces.

4. PRELIMINARY RESULTS& DISCUSSION

Our starting case isthat all peers behave as they are mandated to do,
without attempting to gain an advantage at the cost of other partic-
ipants. By introducing self-interested behavior, we of course antic-
ipate the performance to decrease. This decrease can be |lessened
by selecting an appropriate strategy and implementing an incentive
mechanism based on the discussion in section 2. We hope to improve
the results obtained by implementing this incentive system by using
the application-specific characteristic of granting access according
to a specified paron, and validating against the random access case.

In this section we describe our selected metrics and report on
baseline simulation results, and discuss the most appropriate strate-
gies given the goals of participants. Implementation of the incentive
mechanism for both the random and partition cases are currently un-
der development.

4.1. Primary Metrics

Thetime necessary to complete adownload and its cost, as measured
in required upload bandwidth, are a primary metric. The download
completes when all the pieces of the original file are received. The
following sections present and discuss the obtained results.

4.1.1. Time Required to Complete Download

Results of a smulation where 7 peers download a file only from a
source peer is presented in Fig. 2. The graph shows the number of
pieces received by each peer and the number of pieces transmitted



by the source as a function of time, in units of 5 seconds. The com-
munication between peers being TCP-based, the source divides its
bandwidth more or less equally among all the peers.

JIXTA + CMS
300 T T

-+ Source
Peer 1
Peer2 |
Peer 3
Peer 4
Peer 5
200+ Peer6 -
Peer 7

250

150+ : 1

Number of pieces

100} q

80 100

Time [5 seconds]

Fig. 2. Non-cooperating peers. number of pieces received by peers
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Results of simulations where peers can download from each other
areshown in Figure 3. Peersrequest pieces based on the information
about which pieces a participant can provide. Thisinformationisob-
tained by requesting a state message. The number of state messages
sent as afunction of time is shown on the graphs as well.

Participants with fast connections complete downloading in less
than 200 seconds (with most finishing around 130 seconds). Par-
ticipants with slower connections (Peer 3 and 7), complete down-
loading in less than 450 seconds. The time necessary to complete
downloading is roughly the same in both the random and partition
cases, although most of the fast peers seem to finish around 20 sec-
onds faster in the random case than in the partition case. Slow peers
on the other hand seem to finish around 20 seconds faster in the par-
tition case than in the random case. We have also ran test with only
the source and one fast peer, yielding 97 and 81 seconds for ran-
dom and partition cases respectively. Due to the limited nature of
the experiments however, no definitive inference can be drawn, and
further study is necessary. |n both cases, peers start by downloading
from the source, and around 30 seconds later obtain advertisements
that allow them to start sharing pieces. This is an artifact of our
implementation, where JXTA discovery happens periodically every
10 seconds. The period when peers download only from the source
could be reduced by reducing this discovery period. The number of
packets peers can obtain from the source will be a function of their
own connection speed, and of how many peers the source is serv-
ing. After a peer discovers other sources of pieces, the number of
pieces received increases for the fast peers and drops for the slow
peers. Thisis expected since fast peers have more download band-
width than is available to them from the source only, whereas slow
peers must now share their limited bandwidth with other peers. In
this case, slow peers cannot improve their performance by connect-
ing to multiple peers, and should limit their download connections
to less than 4 currently allowed in the simulation.
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4.1.2. Load on the Source and Users

Wealso look at the sustained load by the source and peers, expressed
as the number of pieces transmitted as a function of time, in units of
5 seconds. The sum of the peers’ contribution is shown instead of
the load on individual peers. This gives us acomparison of the work
performed by the source relative to the work performed by other
participants and is shown in Figure 4.

We observe that the source provides 6793 and 9268 pieces while
the peers provide 10363 and 7840 pieces in random and partition
cases respectively. In both cases the number of the pieces transmit-
ted is greater than required for 7 copies (17156 and 17108 against
16681) due to duplicate pieces. In both cases after around 100 sec-
onds, the number of pieces transmitted by the source and peers de-
creases sharply. In the random case, the contribution by individual
peersis roughly equal to the source's contribution reflecting the fact
that pieces are by that time widely available. In the partition case
however, the source provides relatively more pieces than the peers
up until around 200 seconds. Additionally, participants rely rela-
tively more on the source than other peers for pieces, implying that
if the source is located on a slow peer, the partition case may cause
slower download time than random case.
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4.2. Secondary Metrics

Secondary metrics investigate further the impact of the two ways of
controlling which pieces agiven peer can download from the source,
namely random and partition. The metrics are the apparent cost of
sharing and the impact of duplicate pieces on download time. The
following sections present and discuss the obtained results.

4.2.1. Cost of Sharing

Next, we assess whether there is a relationship between providing
pieces (behaving as a server with respect to other peers) and down-
load time (time to receive al the required pieces). The scatter di-
agram in Figure 5 presents results for each trial (averages are not
used), plotting download time as a function of number of pieces up-
loaded. To highlight the relationship, linear and quadratic fitting is
used for slow and fast peers respectively.

Due to the wide bandwidth difference, slow peers fulfilling re-
quests from fast peers will have a marginal effect on the fast peer's
performance, but at a substantial cost to themselves. Thisis clearly
shown in the diagram where increasing number of shared pieces in-
creases the time necessary to complete the download. The trend for
fast peers is more subtle, and shows a slight decrease of download
time as the number of pieces transmitted increases, up to around
2500 pieces where the trend flattens (download time remains con-
stant with increasing number of pieces). The initial decrease can be
explained by the fact that by providing less pieces a peer removes
upload bandwidth from the system, which increases the download
time for all participants. Similarly, the flattening of the curveis con-
sistent with the fact that once a peer finishes downloading the entire
file, it starts to behave as a source to other peers. Finally, comparing
the random and partition cases reveals broadly the same trends.

4.2.2. Impact of Duplicate Pieces

In order to assess the effect of duplicate pieces on the performance,
the scatter diagram in Figure 6 presents results for each trial (aver-
ages are not used), plotting the number of duplicate pieces received
as afunction of download time.

Peers keep track of duplicate pieces only when they do not have
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Fig. 5. Cost of sharing

the entire file, and ignore (and do not log) any pieces that arrive af-
ter it has completed the download. Whenever a requested piece is
not downloaded before its timeout occurs, another reguest will be
issued for the same piece. The peer therefore can download mul-
tiple copies of the same piece, and only the first downloaded copy
is not marked as duplicate. The subsequent request may be issued
immediately or at alater time - depending whether the peer requests
pieces sequentially or randomly, and if one peer was replaced by an-
other in the list of connected peers. We note that 24 duplicate pieces
constitute around 1% of the total file, and that on average peers do
not exceed that number. Any impact due to duplicate piecesisthere-
fore bound to be small on download time. Effectively, the fast peers
download time does not show any correlation with the number of
duplicate pieces received, while slow peers show only adlight corre-
lation. Moreinterestingly, we note that in the random case, fast peers
have more duplicate packets than slow peers (average of around 11
and 6 respectively) while in the partition case, thisis reversed (av-
erage of 2 and 26 respectively). It is expected that this could have a
more important impact on the performance if we were to change the
time-out parameter for each piece from its current 20 seconds.

4.3. Selecting a Strategy

This section is concerned with discussing which strategy is best
suited given the adopted model of peer behavior and participants
goals.

Itisclear that if peers behave as they are mandated to do, then the
best strategy isto do nothing - ignore rational behavior. Similarly, if
thelack of possession of the file does not create a disadvantage with
those peersthat haveit, or does not preclude further interaction, then
doing nothing is again most likely the best strategy.

Eliminating rational behavior, or avoiding it, might be applicable
in situations where the probability that a large number of peers will
act at cross-purposes or that those actions have serious consequences
in the context of the application. Especially in thislast case however,
one must be very sure that a P2P network is the best infrastructure
for the given application. A rough sketch of the various strategiesis
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presented in Figure 7.
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In order to keep the simulation created by various strategies
tractable, we assume that the strategies in question can only in-
volve the peer selection (with whom a peer will collaborate) and the
amount of collaboration (always, reciprocal). As an example of an
aternate strategy, consider that a peer can wait until all have com-
pleted their download to start downloading itself (advertisements
about the downloaded pieces of the file are available). Thisway, a
peer would manage to download afile without uploading anything.

Asour simulation resultsinclude peerswith fast and slow connec-
tions, it isreadily apparent that if we design for the shortest time re-
quired by the slowest download, this would imply that the fast peers
will share at least around 2500 pieces (close to the size of thefileto
share), while the slow peers should not share at al. In the case of
the slowest peers therefore, their goal's and the goal of the source are
perfectly aligned. The implication of this observation is that peers
collaborating solely on areciprocal basiswill not yield the best result
for the source (see discussion on BitTorrent in Section 4.3.1).

Designing for all peers obtaining the file in roughly same time,
presents complications related to the upload bandwidth of the source
and the number of peers. As can be seen from Figure 2, the source’s

goal can be achieved if peers do not collaborate. If on the other hand
they do collaborate, then slower peers will always finish much later
than the fast peers, unless a scheme more involved than random or
partition is implemented by the source. In this case therefore, the
best strategy seems to be to ignore rational behavior.

Based on the above discussion, the strategies of avoiding and us-
ing rational behavior are selected for further study, and include four
distinct techniques. Within the strategy of avoiding rational behav-
ior, we are concentrating on reinforcement learning where the envi-
ronment consists of the source and other peers. Chosen techniques
for using rational behavior include building areputation network us-
ing the source as the authority, designing an auction as a means for
allocating upload bandwidth between peers while the source's band-
width will be used as an extra“payment”, and finally, implementing
aBitTorrent-like protocol for collaborative sharing.

Of those four techniques, the last is at the most advance stage. A
few points need to be highlighted with respect to the applicability of
an unadulterated version of the BitTorrent protocol.

4.3.1. Bit Torrent

A BitTorrent file distribution usually consists of an ordinary web
server, a torrent file, an active and centralized component tracker,
an initial client with the full copy of the file to share and a set of
downloading clients. A new client starts by downloading a torrent
file containing the IP address of the tracker from a website indexing
suchfiles. Thetracker keepsinformation about the peersthat are cur-
rently active and acts as a rendez-vous point for all the clients of the
torrent. Active clients periodically report their state to the tracker
or when joining or leaving the torrent. Upon joining the torrent, a
new client receives from the tracker alist of randomly selected ac-
tive peers to connect to. Clients involved in a torrent cooperate to
replicate the file by exchanging chunks of the file with one another.
BitTorrent specifies two main algorithms, the choke and rarest-first,
to make the process of chunk exchange efficient [23]. The choke
algorithm encourages cooperation among peers, limits the number
of peersaclient concurrently exchanges chunks with and selectsthe
best peer (optimistic unchoke), while the rarest-first algorithm con-
trols which pieces a client will actually request in the set of pieces
currently available for download.

BitTorrent isdesigned to efficiently replicate afile between alarge
number of peersthat do not necessarily know each other, and in most
likelihood will not cooperate on downloading another file again. In
the case where the same peers collaborate on transferring multiple
files, much of the information peers learn about each other is not
used. Furthermore, strict tit-for-tat implementation might not be
suitable for the peer wishing to upload the filein all circumstances.
Considerable scope therefore for adaptation in special cases exists.

5. CONCLUSIONS

With the current trend of using services or resources that do not di-
rectly fall under the control of one authority, an entity may need
to make adjustments to its requirements to account for rationa be-
havior. Alternatively, an incentive mechanism can be designed and
deployed in the P2P network to encourage participants to behave
in a manner consistent with the application designers expectations.
P2P applications designers are therefore the best authority to decide
how important thisissue isto their applications, and what isthe best
solution given their goals. To help in these decisions, we have pre-
sented a brief survey of state-of-the-art strategies and techniques to
mitigate the impact of rational behavior. We have also presented pre-
liminary metrics and results for a lightweight and flexible protocol



to be deployed for alarge group of collaborators sharing large mul-
timediafiles. Thefile can be downloaded directly from the source or
by additionally establishing connections with other peersin order to
cooperatively download thefile.

By introducing self-interested behavior, we anticipate the perfor-
mance of our protocol to decrease. This decrease can be lessened
by selecting an appropriate strategy and implementing an incentive
mechanism. Based on the goals of the users of the application, we
have presented a discussion on most pertinent strategies, and have
outlined four most promising techniques for an incentive mechanism
implementation. The four techniques are reinforcement learning
wherethe environment consists of the source and other peers, reputa-
tion network using the source as the authority, an auction as a means
for allocating upload bandwidth between peers while the source’s
bandwidth will be used as an extra “payment” and a BitTorrent-
like protocol. In the context of the selected application, a file to
be shared is initially available on one participant only. This source
thus has some degree of control over which participants are alowed
to download from it, and what they are allowed to download. This
application-specific characteristic can be implemented by segment-
ing the file into multiple partitions, and granting access to specific
participants. On the other hand, if participants request and obtain
file segments chosen randomly, then the application-specific char-
acteristic is not being utilised. Future work includes modeling the
self-interested behavior and implementing the four techniques (rein-
forcement learning, reputation network, auction and BitTorrent-like
protocol) for both the random and partition cases. We hope to im-
prove on the results obtained in the random case by optimising for
the application-specific characteristic as implemented by the parti-
tion case.
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